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1. Enabling Extended Validation for all IE7 Clients

The highly visible user interface conventions presented by Extended Validation (EV) SSL Certificates help increase

end user confidence in the identity and security of a web site. The green address bar and security status bar,

triggered by an EV SSL Certificate, make it immediately apparent that a web site has passed a rigorous identity

authentication process and can be trusted. According to a recent study, 34% of consumers are more likely to

complete a transaction with a web site that displays the EV green address bar. 1 However, to get this confidence-

building benefit, end users must first see these new interface features. Microsoft Internet Explorer 7 (IE7) clients

on Vista will automatically see the EV interface but IE7 clients on Microsoft Windows XP often will not.

Enter EV Upgrader™, the first solution developed to make sure all IE7 on Windows XP clients can display the

green address bar and other EV interface conventions. EV Upgrader prompts the automatic function in IE7 on

Windows XP clients to update the local SSL root store. This update is invisible to the end user. In most cases,

the end user will begin seeing the green address bar as soon as they load the next web page signed with a

thawte EV certificate — either by refreshing their browser if they are already on a EV–enabled web page or by

navigating to a page signed with a thawte SSL Web Server Certificate with EV. EV Upgrader (a $300.00 value)

comes free of charge when you purchase an EV SSL Certificate from thawte.

thawte embeds EV Upgrader in its Trusted Site® Seal, making EV Upgrader very easy to install. Simply put a

thawte Trusted Site Seal on your web page and you have also installed EV Upgrader. In one action, you gain

the confidence boost of a thawte Trusted Site Seal and the EV interface features for IE7 on Windows XP clients.

It is even easier if you already have a thawte Trusted Site Seal on your web site; in this case you need not do

anything to gain the benefits of EV Upgrader because thawte has already updated your seal with it.

thawte SSL Web Server Certificates with EV are signed with two roots, an EV root and a non-EV root. This way

the maximum number of browsers recognizes your SSL Certificate. Pre-EV legacy browsers treat the certificate

in the same way as traditional SSL Certificates. EV-enabled browsers recognize the EV status of the certificate

and display the significant, new EV interface features.

This guide explains why IE7 on Windows XP clients often will not recognize an EV SSL Certificate, how EV

Upgrader solves this problem and where to implement the Trusted Site Seal to maximize the effectiveness of

EV Upgrader. For more information, specifically on EV SSL, read thawte’s product guide Extended Validation

SSL Certificates – a new standard to inspire trust, improve confidence, increase sales.

1 2006, Tec-Ed
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2. The Challenge - updating IE7 on Windows XP clients

All SSL Certificates are signed with a root from the CA that issued the certificate. When a browser client visits a

web site secured with an SSL Certificate, that browser client must match the SSL Certificate root on that page

with the corresponding authorized root from the browser manufacturer. The client system will first look in its local

root repository to find a match to the SSL root presented on that page.

Microsoft Windows Vista clients automatically update the IE7 local root store on a regular basis, so Vista systems

should always have a matching root locally resident (as long as the certificate is signed with a valid root). For

this reason, IE7 Windows Vista clients will automatically display the green address bar and security status bar

when encountering an EV SSL Certificate.

Windows XP systems use an on-demand method for updating the local root store instead of a regularly-scheduled

automatic update. If IE7 on a Windows XP client system encounters an SSL Certificate signed with a root not

already in the client’s local root repository, that system will automatically reach out to a Microsoft administered

root store and download that root from the Microsoft store to the client’s local root repository. From then on, that

client will have that root locally resident and will recognize all future encounters with that SSL Certificate. Once

prompted, this root update occurs seamlessly as a natural function of Windows XP and is invisible to the end

user.

The reason a Windows XP system may not perform this update when encountering a thawte SSL Web Server

Certificate with EV is because this certificate is signed with both the EV root and a legacy non-EV root. This

beneficial dual root design enables the vast majority of browsers in use today to initiate a secured SSL session

with a thawte EV SSL Certificate authenticated page. The non-EV root enables legacy browsers to recognize

the certificate and initiate an SSL-protected session even though they cannot display the EV interface functionality.

Similar to legacy browsers, IE7 browsers on Windows XP that haven’t been updated with an EV root will recognize

the non-EV root and authorize a traditional non-EV SSL session despite being EV capable. In the interest of being

efficient, if there is a local root that matches a root for that SSL Certificate the client system doesn’t bother to

initiate an update to match the second and unfamiliar root.  This issue, however, is resolved by EV Upgrader.
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3. The Solution - EV Upgrader prompts a root store update

EV Upgrader addresses this issue by prompting an IE7 on Windows XP client to update its local root store. EV

Upgrader uses an href attribute embedded in the Trusted Site Seal JavaScript. This command directs the visiting

client to access a thawte administered beacon page.

EV Upgrader in the Trusted Site Seal automatically causes IE7 on Windows XP clients to update their local root

store. This invisible update delivers the EV user interface green address bar and security status bar to the

customer experience.
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Cont... The Solution - EV Upgrader prompts a root store update

The beacon page is signed with the thawte EV SSL root and only that root. The client system then looks for a

matching root in its local root store and when it doesn’t find one, it will go out to a Microsoft SSL root update site

to find the matching root. Upon finding the thawte EV SSL root in the Microsoft root store, the client system will

download that root utilizing the automatic Microsoft Windows XP root store update function. This process, standard

functionality for Windows XP, is invisible, immediate and seamless to the end user -- just as the process of

accessing a graphical image located on another server would be.

In most cases, once an end user visits a page with the EV Upgrader, it only takes one click (refreshing the current

EV SSL protected page or moving to an EV SSL protected page) for the EV interface to appear. Only in the rare

occasion that a client has disabled the Phishing filter in their browser will the EV interface conventions not display.

As soon as the end user reactivates their browser Phishing filter, the EV interface will appear. Legacy browsers,

because they were designed before the EV standard was developed, will not update their local root store with

the EV root. These browsers are not EV capable and will simply treat EV SSL Certificates like traditional SSL

Certificates.

4. The Implementation - thawte Trusted Site Seal

When you install a Trusted Site Seal from thawte, you actually embed a Java Script file in your web site.  Every

time a customer visits the web page where you have installed the seal, this JavaScript file requests the image

of the seal from a thawte maintained server. This graphic is then dynamically delivered to the client system in

real time. Because thawte controls the delivery, your customers are assured that they only see the Trusted Site

seal when they visit a site genuinely secured by thawte. This design facilitates EV Upgrader through the same

architecture; just as the thawte Trusted Site Seal JavaScript on your site reaches out to access the seal from a

thawte maintained web server, it also reaches out to the thawte EV Upgrader beacon page. The seal management

server delivers the seal graphic but in the case of the EV Upgrader instead of delivering a graphic, the JavaScript

accesses the beacon site and prompts the automatic root store update in the client system. The addition of EV

Upgrader to the Trusted Site Seal takes no additional administrative effort on your part whatsoever. EV Upgrader

from thawte only updates the client system with the EV root for thawte SSL Web Server with EV Certificates.

You could get the same IE7 on Windows XP root update benefit by putting the EV Upgrader JavaScript href

attribute directly into your web page but thawte chose to make it easier for you. Put the thawte Trusted Site Seal

on your web site and you immediately get both EV Upgrader and the consumer trust benefits of displaying the

seal. In fact, if you are already displaying a Trusted Site Seal from thawte, you don’t need to do anything. Your

seal has been automatically updated and you are already getting the benefit of EV Upgrader.

TM

TM




